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An Existential Introduction




Which XBOM are we talking about?
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Online radio station about post-apocalyptic Las Vegas

eXtensible Blockchain Object Model

Market identified code (stock ticker) for an Indian-listed
company



The Genealogy of Development & Production Planning

Hardware Manufacturing
(HBOM) (mBOM)

Bill of Materials

Sales or
Service
(SBOM)

Software
(SBOM)

Pipeline
(PBOM)




Elements of an XBOM

Entry Points:

Open Source

Confidential
Information

Data
Management

Code
Structure

Kubernetes

Infrastructure

— APls

—  Serverless
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— Dependencies
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Protobuf
Services

— Licenses

— Secrets
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| Sensitive data

(PIl, PCI, PHI)
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— Data Models

Data Access
Objects

Protobuf
Messages

Repositories

Code
Modules

Technologies

GraphQlL
Objects

— Services

— Deployments

—  Terraform

—  Dockerfile




Paradox of Perennial Surprise

Clever girl




Two tech-tonic shifts

Rocky transition

to multi-polarity | provenance of data
and tech




Securing technology demands trust in how it
works and is created — and by whom

Developing trust in the Data about
supply chain requires an dependencies in the
atomic understanding of supply chain creates

the ecosystem. transparency.

Security depends on

establishing trusted Transparency minimizes

relationships.

the need for trust.

Managing supply chain risk expects an understanding the suppliers,
products, and ecosystem.



Know the Flow

COMPANIES

make

PRODUCTS & e of PARTS & sourced SUPPLY
SOFTWARE COMPONENTS on CHAINS
Physical Inputs ]

Whes | Lights | Electranica

» Digital inputs

0S Software




Supply chain vs. value chain

Supply chain @ Value chain
Supply chains deal with the Value chains are the activities
logistics and suppliers within the supply chain
involved in distributing process, such as product

a product development and marketing



Risk Management = Resource Allocation

.(

Product
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| Wpmisopta - il ooooon De-risking trade with Chinais a

risky business

CISA establishes new office to ‘operationalize’ supply chain security

Mapping your supply chain

How organisations can map their supply chain dependencies, so that risks in the
supply chain can be better understood and managed.

WORLD
ECONOMIC
FORUM

—

* Geopolitical tensions are increasing cyber risks while cyberattacks
exacerbate geopolitical dynamics.

* Given the likelihood of a prolonged war in Ukraine and of a renewed
Russian offensive, malicious cyber operations can be expected as part of

e o e Cyber Supply Chain Risk Spans
Borders and Businesses

stretches across borders and businesses is necessary.

Administration  Priorities  The

MAY 12, 2021

Executive Order on Improving the
Nation’s Cybersecurity
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Forced Labor







Actions

What to
do

Why to
collaborate

When to
engage
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